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Digital law is emerging as a distinct discipline in law schools, where traditional
cases involving intellectual property, contracts, and privacy are now being
reexamined through the lens of rapid technological advancement. Yet the pace
of innovation—both in the United States and globally—has pushed legal analysis
into a new paradigm. Nowhere is this more evident than in the expanding world
of digital twins, where the legal unknowns are as significant as the technological
possibilities. This article examines the key challenges and legal issues
surrounding the use of digital twins in manufacturing.
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MANUFACTURERS WERE OPEN TO CHANGE

In 2018, the Journal of Manufacturing Systems reported that manufacturers were
beginning to embrace the convergence of the cyber and physical worlds—a shift
that laid the foundation for today’s digital-twin revolution. Looking back nearly a
decade, it was this willingness to rethink long-standing processes that enabled
digital-twin innovation to take root. Manufacturing, with its intricate systems,
supply chains, and precision requirements, offered an ideal proving ground. Fast-
forward to the present, and the transformation is striking — in less than ten years,
digital-twin adoption has evolved into a highly sophisticated ecosystem with
diverse applications across the manufacturing landscape.

DIGITAL TWINS

The United States’ space agency, NASA, first coined the term digital twin back as
early as 2003 and it is attributed to Michael Grieves and John Vickers of NASA.
By 2012 a more refined definition was needed. Today, NASA defines digital twin
as “multiphysics, multiscale, probabilistic, ultra fidelity simulation that reflects,
promptly, the state of a corresponding twin based on the historical data, real-time
sensor data, and physical model™.

Digital twins—virtual replicas of physical products, equipment, or processes—are
transforming manufacturing. By continuously syncing with real-world data, they
enable better design, predictive maintenance, and real-time optimizationz. Yet as
adoption grows, so do the legal and regulatory challenges:.

WHY DIGITAL TWINS ENHANCE PRODUCTIVITY
Digital twins can track products from design to end-of-

life, which aids in the management of sustainability and
reliability.

As of 2024, 20 years after being first discussed, it has been reported that 78
percent of companies regard digital twins as a competitive advantage.
Manufacturers have learned that digital twins enable faster design and
prototyping. Engineers can simulate materials, stress, and system behavior
without physical prototypes. Second, they aid in predictive maintenance as
sensor data helps anticipate failures and reduce downtime. Third, there are
process improvement benefits such as real-time insights optimize quality, energy
use, and throughput. Fourth, there is increased lifecycle visibility. Digital twins
can track products from design to end-of-life, which aids in the management of
sustainability and reliabilitys.



EMERGING ISSUES IN DIGITAL LAW FOR DIGITAL TWINS

By 2026, digital law is expected to expand rapidly as courts and regulators
confront unresolved questions. Legal ambiguity increases risk—and risk
increases disputes. The most pressing issues cluster around four themes:

1. Data Ownership & Governance

Digital twins depend on massive operational data streams. Manufacturers must
clarify:

« Who owns raw and derived data;

« What rights suppliers and cloud providers have; and

« How data can be shared, transferred, or restricted:.

2. Intellectual Property Risks

Twins often contain sensitive engineering details. Legal concerns include:
« Trade secret exposure;
« Reverse engineering vulnerabilities; and
« Ambiguity around IP rights for virtual models and Al-generated
design variantss.

3. Cybersecurity & Operational Risk

Because digital twins link digital and physical systems, cybersecurity incidents
can cause real-world harm. Manufacturers face:

« New attack surfaces;

« Stricter cybersecurity requirements; and

« Potential liability for incidents affecting production or safety.

4. Product Liability & Model Accuracy

If a digital twin provides faulty simulations or insights that lead to defects or
unsafe conditions, responsibility becomes unclear. Questions include:
« Who is responsible for incorrect predictions—the manufacturer, the
software vendor, or the integrator?
« Should Al-driven decisions be explainable to meet regulatory
requirements?
« What happens if digital-twin inaccuracies contribute to design flaws
or safety issues?
Whenever the law is not clear, there is risk and manufacturers need to be awares.
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THE PATH FORWARD

Manufacturers that address legal and compliance risks
early will be better positioned to scale digital-twin
initiatives safely and strategically—and increase
productivity and profitability in the process.

To benefit from digital-twin technology while minimizing legal exposure,
manufacturers should:

Establish clear data and IP contracts;

Strengthen cybersecurity and access controls;

Create governance for model validation and Al transparency; and

Include legal, IT, OT, and engineering teams in deployment
decisions.s

Digital twins offer powerful efficiency and innovation gains but introduce
complex legal responsibilities.* Manufacturers that address legal and
compliance risks early will be better positioned to scale digital-twin initiatives
safely and strategically—and increase productivity and profitability in the
process. &
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Figure: Lifecycle of a Digital Twin © Janos LLC
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Dr. Janosek is a dedicated cybersecurity leader and author. As CEO of Janos
LLC, she leverages her law degree & PhD in Cyber Leadership to focus on the
intersection of law, policy, and technology. Areas of expertise include data
policy, Al & cyber law, compliance, governance, space security, and privacy.

Joseph Mercurio drives innovation in manufacturing. Starting as a welder and
advancing through metal fabrication, CAD, and software design, he pairs
hands-on skills with technical expertise in engineering and Al. Joseph brings a
creative, forward-thinking approach to making manufacturing smarter and
more efficient.



